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Jyad Ol e dada Clsin )l el Ly Abal) 0585, () Guguy oIS Ao ps dusiil) LK iy
REENE

1400 clawads 3.2.4

¢ Y1 O leaas il e LA acn
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glsall sk .2
eyl 3
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OBl
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LA C.A daddical) cilinhail) 4Aujye 3.4

t Y ol LK A0S e g YT DA
Windows 7 Client 4 aaaial) Jadl) aUas —1
Windows Server 2003 aalall & Jadall ol 2
c ) Aok (ggus A B aodine Galii (6 2as ¥ -3

il 5 L sag Sl sag Bhitilg Llel ST aUail IS 7 lias —4
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casaail] dage : gl Juadll -4 @
dadia 4.1 o
AN pranai 4.2 o
A preaig3 e
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asacall) dlaja : aall Juadl
:dania 4.1
(Al = asmladl i AIS ) AU ALY ISogl) Qs Al yo 6 4ty 4l 5 L e sy
Gl Windows g 5ia (& cinda Al dalud) ASEN e A58 dlae Y Jolag culin el gumag o

Agie Joguall ga aaladl) 138 (6 AL dala cilaod aanl S AU aadtus Ua, ¢ desy (3Hla llall

tadlsdd) avaai 4.2

218 miagh g ddle Al a8ge Ll Apache dajs et 1, :Web  Server  cugll aala o
(2l Asye ) poldll Jeadll & lghadl)

il (peadiiall ol anlal)l JA)s dedal) sds Jadig a3y ¢ caldlal) J2eL FTP Lyl adld e
A e leheas ol cldle (A

GlalaeYlg cpgliall auigil aalAll 12a slac) 21y : DHCP - Server  (ugliall cildlas) ajgi adls o
gl el Solagigl JS5 DNS - 5 Default Gateway  Subnet Mask 5 IP 1 dpulidll
gl Al pa 0 ol 3 Byl emga g2l

AIAS Jarrs 548 gyl (<0 adlgall Jgumsll cunpYl dlianal) 02l A<l aeLud :DNS aala o
Joguuall alaad dilia) « Cache server S apal cdlaull G)an 4l Cus gl JS0 adlgall Jgua
catisal) 8 AS)) adga e

A e clld) ALl cileaddl je sl (1« :Samba share clilal) aald e

oad by Al leadll - landly Laid 2385 port 38liall aies aie 2u :Firewall JU jlaadl slas) o

AL Al e Bheal) o) il A =iy 525 :NTP Server 4l je cdgl a0 dac) o

Zones allall shlieg iyl pies 4l Higidll NTP - _allal)
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AU asaai 4.3
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A Ao clindil) clasdg 4ulSl) A0S LAT) avanal
i) dlaga 1 Gualdd) Juadl) -5
iadie 5.1 e

Linux CentOS aWaill cui55.2 o

Web Server
FTP Server

NTP Server

Cuii5.3 e
Cuii5.4 e

Cuii5.5 e

DNS Server <5 5.6 e

DHCP Server <.uiii 5.7 o

File Server c..ii5.8 o

Linux CentOS () Windows Domain ~x5.9 e

.Firewall i) 5.10 o

JLiaY) 5,11 e

20




Linux daufs 4<al e K0 cilead g Aulals A<05 Mdihg avanal 2018

daria 5.1

Al e Lghudas 5 3l clalac Yy & s U5 dgn) dlage lilee poas e Capiin Jeadll 138 b
s Bshad HAT JlaeYL 3aY) ae Ay A A e el duall e el s 5
i daal L Sl oL e @ilall 5,040 Windows Domain  Active Directory o~
) Jaly cleadd] aladsiulg salainy) cpallall Windows

:Linux CentOS alail) cudi 5.2
Cale Lgl Jlanly saaa dpcalyidl A1 cLiul 293 VMware Workstation zsliy 51SO cile (st aa
Ll dadaially gl Clalacly asti 5. (5.1) JSEN 8 mage sa LS alaill cilalac) 336 W jglans 1SO
O Ll 48 L glanss i) oy sie [ualy 1 (5.2) SN 3 mage 58 LS A0 clalael o8 e ¢
5o LS dada el Jaay 63 aotiisdl) 585 ROOT 525 AT adiiuag osliils agti adiiial g sall 4alS
sl Joaall Jiawdy Juanrl) salels asii olgii¥) ans ¢(5.4) JS& 5 (5.3) JSal) 6 maga
licg piiie Jul€ & Al ¢ palg¥) o Ao JalSllg (598Y) alaie¥) (il plai 6 Cag oo 1dcals ddadla
a5 aleall (8 (o8 Lel Cum 138 Liagy 8 Baallad) i3 8 4y Jenll oy L sag Lo salgY) e Liandicl
dgaly plaaiul b wdlall ylsall sty el desun (o cliali duasnsl) dgalsll e Lol aabiins Y plgan
L eyl e
P OsSie A5 (yglie
e HostIP:192.168.1.2/24.
e Gateway: 192.168.1.1

e DNS:192.168.1.1, 8.8.8.8
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INSTALLATION SUMMARY
2,

Y

&) O CALIZATION

DATE & TIME
Americas/New York timezone

G,

LANGUAGE SUPPORT
English (United States)

SOFTWARE

INSTALLATION SOURCE
Local media

©

SYSTEM

[l

INSTALLATION DESTINATION

F S ARy )

NETWORK & HOST NAME

Done

/Iﬂ Ethernet (eth0)

~ Red Hat, Inc Virtio network device

7 | Ethernet (eth0)

CENTOS 7 INSTALLATION

Eus Help!

KEYBOARD
English (US)

SOFTWARE SELECTION
Minimal Install

KDUMP

G0

Quit Begin Installation

CENTOS 7 INSTALLATION

Connected

Host name:

Hardware Address 52:54:00:BED:5D:B1
Speed
IP Address 10.0.0.230
Subnet Mask 255.255.255.0
Default Route 10.0.0.1

DN5 10.0.0.10

ZCCT.EDU.Local Apply

Al whalae) (15,2 ) s
22
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CONFIGURATION CENTOS 7 INSTALLATION

B ip -

"L SER SETTINGS

ROOT PASSWORD @  userCreaTION
Root password is not set ‘ No user will be created

o Creating xfs on /dev/mapper/centos-root

ent0S Artwork SIG

wproving the user experience with high quality art

«i.centos.org/5peciallnterestGroup:

CREATE USER C 7 INSTALLATION

Done P Help!

Full name cent

User name cent

Tip: Keep your user name shorter than 32 characters and do not use spaces.

[ Make this user administrator

[% Require a password to use this account

Password sessssnssNsRRNS
Strong
Confirm password (RN Y Y]
Advanced...

D3l AlS i (5.4 ) S84
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:Web Server < 5.3

gl daad e Agguall a5 httpd dojs ol 40 Sl s agi el s e
1. # yum install httpd -y — 4.)all cuins
2. #systemctl enable httpd - Jaiall sale) axn deadd) Jaais
3. # systemctl start httpd - 4.l s

Mypall dnieal) W el anlally alall 1P 2085 AS0al) ae doaie Sl 6l (0 raiall iy s Gl 2y
and ) s 8 LI palall adgall Alaind Sals aalal) 13Ss tddaadle (5.5) JSEN 4 LS Lgbieas
s JS8 dandd 4S8 e Clalae YT e liginag alsall s Lale Jagh D ablsall jiokaig daaal)

poon pdAll ol V) Ll

DNS lael 2ay aed 5l IP Gh (e Ll deang adlsad) puagy L) 2o 8 — fvar/www/html

This page is used to test the proper operation of the Apache HTTP server after it has been
installed. If you can read this page it means that this site is working properly. This server is
powered by CentOS.

Just visiting? Are you the Administrator?

The website you just visited is either experiencing problems You should add your website content to the directory /var/www/html
or is undergoing routine maintenance. To prevent this page from ever baing used, follow the instructions in the fila
bsite know the

Id send tf
ped 10

Promoting Apache and CentOS

) S8 sl als dnien (5.5 ) <3
Bygn) (e adlsall ) Jgasll (Kall jadiall cuglly gl 46231443 5 80 2eudl) 8 s tdaly Adaada
GBI laad) elib) Ao Laaic) 2\.9;33\ L_;ﬁ .5.10 ul laadl sl bl 13 gﬁ 03y ol Lo a5 45031

LG8 5a
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:FTP Server <uwii 5.4
A el Gl 5 (ASal) Biga) (e ol Jmaslly alall b il (a5 K clald) Jab aola
1. # yum install vsftpd -y — i)l (iU a3ls dajs cuds

2. # systemctl enable vsftpd - (Lxiall sale) ae daaall Jaedd
3. # systemctl start vsftpd - 4.oall Juads

Sy Sleall IP ok (e el Jsaaglly lidll mag 2 Ua fvar/ftp/pub @ 58 alidl) claldd) jlee
Gub oo ol ftp://192.168.1.2 @ JulS olgiall Ji ftp:// Chumi o) b Calisg JoSgig nll Lia
haiall e ftp det g 5.6 JSAN ¢ ftp e 4 Caaill e i FileZilla iy

<« ¢ @ i 192.168.220.132 o @ o + N O & M = (¢
£

TF Most Visited @ Getting Started By Google Translate

Index of ftp://192.168.220.132/

Name Size Last Modified

Gl JBL a4 dadea (5.6 ) JSE
:NTP Server <wii 5.5

1. #yum install ntp -y — cgll asla dajs cudis

2. # systemctl enable ntpd - Jaaiall sale) aan daddl) (e
3. # systemctl start ntpd - 4.l Qs

4. :30ul Hhuy) dslaly claleY) Cild Cladll s
vi /etc/ntp.conf
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server 0.africa.pool.ntp.org
server 1.africa.pool.ntp.org

. Africa (e 3390 a5l Server 4 jhau sl (il
5. # systemctl restart ntpd — clalacy) Guaanl dandll Juads salel

6. #ntpg-p—5.7 JSa) & LS anldd) Joan Ol

[root@zcct ~]# ntpg -p
remote refid st t when poll reach delay offset jitter

+196.49.6.67 131.188.3.221 377 209.312 7.046 6.874
*cacti.digital-s 85.199.214.99 76.360 11.585 7.407

-ntp.dts.mg 10.8.3.4 377 278.589 12.745 12.749
+dbn-ntp.mweb.co 197.84.68.123 377 251.729 4.017 3.497
[root@zcct ~]# B

ntp <85l aala (5.7 ) S84
cplall 13 DA e gl e slae) WilSal routers Cilgagal) of A sgal b elld ey
:DNS Server <uii 5.6

t IS alsY) ¢ ISC AS,a0 &l BIND 55 allal) 3 DNS gl (sl alasinly lidd
1. # yum install bind bind-utils -y — 43l52)5 GUaill elaul aald doja cuiis

2. # systemctl enable named - Jsiall sale) axn daddl) (e
3. #systemctl start named - d.oall s

4. Uil clide [l Ailialy cilalae ) Gildd Qladl a5k
vi /etc/named.conf
Glaill Zaal) Aty 3Uail) o Jaguso (e Jlase Jand 89 5.8 SN b daimse cilalac)
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L [ T
listen-on port 53 any: }:

listen-on-v6 port 53 { ::1; };
directory "/var/named";
dump-file "/var/named/data/cache_dump.db";

statistics-file /var/named/data/named stats.txt"
RemsEatsEies ~~ramed/data/named_mem_ stats L i

type hint;
file "named.ca"

}:

zone "edu.local" IN {
type master;
file "edu.local.lan";
allow-update { none; };

}:

zone "220.168.192.in-addr.arpa" IN {
type master;
file "220.168.192.in-addr.arpa.db";
allow-update { none; };

} o7

DNS caalacl ( 5.8 ) J<E
:JGa eub IP P‘):el G,LL.J\ eu\ u..&: 29 ubﬂb Lo LS)A\}IB zone master 25 daay
cOole Jee o Wily Zect.edu.local = 192.168.1.2

AGS anl elld et WilKabig ¢ il (g) daxdy agad any L listen-on port 53 <hLa g

s Sl Glhil e Agiue 0w Al zone  @lile (e <l fvar/named/ Ll cads

2Ll 5.10 55.9 JSalL muase agililacly zect.edu.local
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$TTL 86400
@ IN SOA zcct.edu.local. root.edu.local. (
2014071001 ;Serial
3600 ;Refresh
1800 ;Retry
604800 ;Expire
86400 ;Minimum TTL

: define name server
IN NS zcct.edu.local.
; define the range of this domain included

IN PTR edu.local.
IN A 255.255.255.0

: define hostname of an IP address

132 IN PTR zcct.edu.local.
132 IN PTR www.zcct.edu.local.

edu.local <k &lalae) (5.9 ) K&

$TTL 86400
@ IN SOA zcct.edu.local. root.edu.local. (
2014071001 ;Serial
3600 ;Refresh
1800 ;Retry
604800 ;Expire
86400 ;Minimum TTL

; define name server

IN NS zcct.edu.local.

; define the range of this domain included

IN PTR edu. local.
IN A 255.255.255.0

; define hostname of an IP address

132 IN PTR zcct.edu.local.
132 IN PTR www.zcct.edu.local.

220.in-addr.arpa dmSall ddhiall Cale ilalae) (15,10 ) JS&
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aisall Laads agid Cugll aala Jals Virtual Host (19S5 caag 133 age s llia Culacy) oda aay
i<l ¢ 5gaY¥) (G DNS Jaa die (e 13g35 fvar/www/html/web ojlue (35S (s1lly il

:5.11 J<ilb fetc/httpd/conf.d/vhost.conf il Jals JEIS clalac Vg a8 sall Jguasl

[root@zcct named]# cat /etc/httpd/conf.d/vhost.conf
<VirtualHost *:80>
DocumentRoot /var/www/html
ServerName zcct.edu.ly
ServerAlias www.zcct.edu.ly
</VirtualHost>
# for virtual domain

<VirtualHost *:80>

DocumentRoot /var/www/html/web
ServerName zcct.edu.local

ServerAlias www.zcct.edu. local

ServerAdmin webmaster@zcct.edu.local

ErrorLog logs/virtual.host-error_log

CustomLog logs/virtual.host-access_log combined
</VirtualHost>
[root@zcct named]# B

vhost Aaall a8 sall Glalae) (15,11 ) JK&

: AUl YL bind 5 httpd  Gieadd) Jaads sale b agi cllb aa
# systemctl restart httpd named

Ly aldll alal) sa Sleall (A DNS (5S¢ oyt pmiasiall (o ans¥ U glgall Jsaal 5 (hag
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:DHCP Server cwii 5.7
) Al gy cpslinll aamgy gy 38 (53 Uil (galinl il (S 308l ilalael cUacYDHCP da3a

:DHCP dacY Ll alg¥) sadsi 23 . opslie Jaad sigal (e 208l die (sS55I ol

1. # yuminstall dhcp -y — 4~ cuins

N

. # systemctl enable dhcpd - Juiall sale) ey a2l Jais

w

. # systemctl start dhcpd - 4.2all o

4. 5.12 JS8l iage 9 LS clilaey) dilialy dae¥) Cilad Gladll lass aghs
nano /etc/dhcp/dhcpd.conf

[root@zcct ~]# cat /etc/dhcp/dhcpd.conf
# create new
# specify domain name
option domain-name "zcct.edu.ly";
# specify name server's hostname or IP address
option domain-name-servers dhcp.zcct.edu.local;
# default lease time
default-lease-time 600;
# max lease time
max-lease-time 7200;
# this DHCP server to be declared valid
authoritative;
# specify network address and subnet mask
subnet 192.168.220.0 netmask 255.255.255.0 {
# specify the range of lease IP address
range dynamic-bootp 192.168.220.11 192.168.220.254;
# specify broadcast address
option broadcast-address 192.168.220.255;
# specify default gateway
option routers 192.168.220.1;
option domain-name-servers 192.168.220.132,8.8.8.8;

DHCP el ((5.12 ) S
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e Bkl clalae) Ml BgaY) sy systemctl restart dhepd @ deaddl Jurds sale b aghs <l aa

Sl dala Bgaly aalall (pglic Hhe Jgl Wias cilalac) 8 Laaly L aalal)

:File Server <. 5.8
ALk o ey ASE yie clalal) ASHLA <DISqig 30 yelly a8l (0 Samba Share  Lwadi) La
:/home/share Ll sa543€)Liag alaad 0 lalacy) Jaay Liad L dahid e dadai) o colalal)

1. yum install samba samba-client -y — 4. )all cuin

mkdir /home/share — Ll (115<5
chmod 777 /home/share — ;peaiivall 5¢)jallg 0T AalY Gladlall Jaaas

B W N

:5.13 IS8 LSy ol jlsal) Ja13 ZapU) il V) AES) a5 Ellh ey
/etc/samba/smb.conf

# near line 66: add follows
unix charset = UTF-8
dos charset = CP932

# line 90: change (Windows' default)
workgroup = WORKGROUP

# line 96: uncomment and change IP address you allow
hosts allow = 127. 10.90.0.

# line 126: add ( no auth )
security = user

passdb backend = tdbsam
map to guest = Bad User

# add follows to the end

[Share] any name you like
path = /home/share shared directory
writable = yes writable
guest ok = yes guest allowed
guest only = yes guest only
create mode = 0777 fully accessed file
directory mode = 0777 fully accessed directory

Samba Share whlacl (15,13) JS&
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5. Systemctl start smb nmb — .ol Jueis
6. Systemctl enable smb nmb - (Laiall sale) aey deaall Jres
o) il (15855 AL ikl Jaais \MIP (lsiall J30 of ASuEl Jas jeaing Slea e D 2a

a5 5.14 JSAD . aopudl Jseasll MAP NETWORK DRIVE Zpala (pe s3linn) LalSalsy . gis)jd

* . » Network » 192.168.220.132 » Share

ess
ZCC_SHARE_Test.tt

Samba Share <lildll 4S jlis (15.14) J<&
:Linux CentOS 4} Windows Domain a&a 5.9
e Cpealadly cpaldaill aa (g 8alia¥) Wi€asg ¢ (Sl 9 phe ae made g9 pall () Ranne LS5 LS
gy 4 5l) Jla g ) Aoplas et slaal odag . (el olai Jals Gullall (aendinad (po 5aliindl)

:Linux with Windows AD aa a5 JGIS (6S5 alsYIWIndows Server | 3sas Jasidy llee

1. yum -y install realmd sssd oddjob oddjob-mkhomedir adcli samba-common

samba-common-tools krb5-workstation — a1l cuis
2. realm discover <Win-Server-Host-Name> - 514l (alall aalal) Calisuu
3. realm join <Win-Server-Host-Name> - (YY) 5 e 4alS Cillasg mall dolac Ly

DD LY el iy Sl JA0a jeangll cpreadtiine aa Jaladl) WilKaly 135a

4. id Doman_NAME\\Serverworld
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: Firewall.clalae) 5.10
asid Lgilial ag claadl) BIS ae Lilad Lo iy Liad Ling A0al) 8 cilip<all aal (pe ()l laal
d8 e daie SBE G5 e sas (98] 2l (5l BDlely JuaiVl 7 Lawdly Ly alal) 3Ll mids sl

tdandnl) Bale) aan s A5G (pe<al La yalgY )y Ll axdiil) Firewalld
1. systemctl start firewalld — i.3all Jaxis

2. systemctl enable firewalld — Jsiall salel axn dadall Qs

3. firewall-cmd --permanent --add-service={http,https,dns,dhcp,samba,ntp,ftp}

4. firewall-cmd -reload — ilalacy) cale Jaaad salel

Ul

. firewall-cmd —list-all - 5.15 J<all & LS clalae V)Ll

[root@zcct ~]# firewall-cmd --list-all
public (active)

target: default

icmp-block-inversion: no

interfaces: ens33

sources:

services: ssh dhcpv6-client http https ftp dns dhcp ntp samba

ports:

protocols:

masquerade: no

forward-ports:

source-ports:

icmp-blocks:

rich rules:

[root@zcct ~1# |}

Firewalld wlalac) (15.15) JS&
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ka1 5.11
tgia Lidaal) cilaailly Lpslu) gl (pa Fiadlly JalS ISy AN HLI30 3
2l ol 2l Beal) Jlail v/
. DHCP Server (s IP (jlgic 331V
c sl pals duas V7
cclalal) arla s v
- clalal) ASHLie aala duyas vV
. DNS a3la 43 v/
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Abstract ~adAll

CallSall 5 cagalls gl aials cdand) Jsgast) Rodiioadl) L sl o canlal) CASuE e
U e ¢ 3LYI JNA G g gl 5% clS Glaial 13 e gla¥) Jasll A Sle (K
o da kil (g0 dgadll Al dali e A0l ) skt a5 o liiall alara () Laa 5 4L o L)
el Al ) ASL) Aty 3y el n3 o5 (s Aalial) 1 pal) (e 50D ASIy Janl) Jynis

fle dalal)

Oy I Qllal gl Gsabll &g phie e Ay e daall & cua Jidadll Als e -
Al Baaal) Glllaiall Cawjag i gla aald g S LGl S araal adddly g il
oSl ol sa 5 s Qi Al sl Lile (S 43l U gaad

Web s DHCP s DNS d&auaw@)@u)eau\wwwﬂ\&f -
8Tl Als ja A o285 o3 La ye

S5 e 25 CentOS Ax)sis Alaall sded Sl allai aadivd ai LAYy 2l dls je -
Lo 525 Sl allas e 40l dage ladd ol o5 S0l alle A dandiiaall iy 5l
alay Sl anl adla 5 calalall JBU anla g ol adla a claddll aal (e OleVL ey

A e 5 il
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